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[NOJIOKEHUE
0 IOPSA/IKE XPAHEHHS H 3a1HTHI IEPCOHATBLHLIX AAHHBIX MOJIL30BaATeIel

1. Tepmuubl u onpeae/eHust

CaliT — COBOKYNHOCTH NPOrpaMMHBIX W anmapaTtHeIX cpeactB juist DBM, ofecneunparormmux
myOMKalMio I Beeobuero oGo3perus MHPOPMAIMU U JIAHHBIX, O0OBEIMHEHHBIX OGILIMM IEICeBBIM
HA3HAYCHUEM, TIOCPEICTBOM TEXHHYECKHX CPEJICTB, MPUMEHSCMBIX JUIS CBSZH mexay OBM B cern
Wnrepuer. Ilox Caittom B Cornamenun nonumaercss Caiir. pacrnosoxkeHHelt B cetn MHTepuer mno
anpecy: http://ooo-ecoresurs.ru.

ITosb3oBaTens — nons3oBaTess ceTu Murepner u, B yactnoctu, Caiita.

®enepanbuplii 3akon (O3) — denepansublii sakon ot 27.07.2006 Ne 152 @3 «O nepcoHallbHBIX
JAHHBIXY (1asee — 3aKOH O MepPCOHANBHBIX JTAHHBIX ).

Ilepconanbubie pamnbie — mobas HHDOPMAILIHA, OTHOCAUIAACS TPIMO WIH KOCBEHHO K
OIPCACICHHOMY HIIH ONPE/eNIAeMOMY (H3HUECKOMY JIHILY (CYOBEKTY [IEPCOHAJIbHBIX TaHHbIX ).

Onepartop — opranusanms, caMOCTOSTE/ILHO WM COBMECTHO C APYTHMH JIMLAMH OpraHu3yionas
00paboTKy MepcOHANBHBIX JAHHBIX, A TAKIKE OIPENENSIONIAs UeIn 00paboOTKH epCOHATLHBIX JIAHHBIX,
MOZIeHAIMX 00paboTKe, NeiicTBys (Onepaluu), coBepLIaeMBIe ¢ NEPCOHANBHBIMU JAHHBIMH.

O6paGoTia nepcoHaNLHBIX ZAHHBIX — M060e AeHCTBHE (orepanus) WM COBOKYNHOCTD ACHCTBHIA
(onepanuit), coBepIIaeMBIX ¢ HCIIOIL30BAHMEM CPEJICTB ABTOMATH3AAM WK o3 HCIIONIb30BAHMST TAKHX
CPCACTE C IEPCOHATLHEIMH TAHHBIME, BKJII0Yas cOOp, 3aIlHCh, CUCTEMATH3AIHIO, HAKOMICHHE, XpaHeHHe,
YTO4YHEHHE (OOHOBICHHE, M3MEHEHWE), M3BICUEHHE, HCIIOIb30BAHUE. nepeaady (pacrnpoctpaHeHue,
HPEOCTaBIICHHE, 10CTyn), obesnnunBanue, GIOKHpOBaHHWE, yIalCHHE, YHHYTOKEHHE [1€PCOHAIbHBIX
JIAHHBIX.

ABTOMATH3HpOBaHHAsA 06paGorTka NEPCOHATBHBIX JAHHBIX — 00palboTKa NMEepPCOHANBHBIX JAHHBIX
C MOMOIIBIO CPEICTB BEIYHCIIUTENLHON TEXHHKH.

Pacnpocrpanenne mnepconanbHbIX  gaHHEBIX  — JCHCTBHE, HANpaBlIEHHOE HA pPACKpBITHE
HCPCOHATILHBIX  TAHHBIX ONPEICNEHHOMY KDYTY JIMIl 110 [Pe/IBAPHTENBHOMY COIJIACHIO, B cllyyasix,
IPCYCMOTPEHHBIX 3aKOHOM.

[Ipenocrapaenne nepcoHaIbHBIX AaHHBIX JICACTBHS, HANPABJIEHHBIC HA  PACKPHITHE
HEPCOHA/ILHBIX IAHHBIX ONPEJIENICHHOMY JIMIY HITH OIPEIC/ICHHOMY KPYTY JIHLL.

biiokupoBanne nepcoHAALHBIX JAHHBIX — BPEMEHHOE IpeKpatienre o0paboTKH MepcoHaTbHbIX
J@HHBIX (33 MCKIIOYEHMEM CIIy4aeB, eciu 00paboTka HeoGXomuMa s YTOUYHEHHS NEPCOHANIBHBIX
JIaHHBIX).

YHUYFO/ReHHE NEPCOHANBLHBLIX JAAHMBIX — JCHCTBHSL. B pe3yibTaTre KOTOPBIX CTAHOBUTCS
HCBOSMOKHBIM  BOCCTAHOBHTL COJEP/KaHHE MEPCOHANBHBIX JIAHHBIX B MHPOPMALMOHHON CHCTeMe
[ICPCOHATBHBIX  TaHHBIX H/MJM B PE3y/IbTaTe KOTOPBIX YHHUTOKAKOTCA MaTepHalibHble HOCHTEIIH
NEPCOHATLHBIX JIAHHDIX.



o

OGesimuuBanue NEPCOHANBHBIX JAHHBIX — [eliCTBUS, B DE3YIbTATE KOTOPBIX CTAHOBHTCH
HEBO3MOKHBIM  0€3  HCIOJB30BAHHS JIONONHUATENBHON MHQOPMAIMH  ONPENETHTE [PHHAUISKHOCT

* HlICPCOHANIBHBIX JAHHBIX K KOHKPETHOMY CyGLeI{Ty HNEPCOHAIILHBIX JaHHBIX.

Nudopmannonnasn cuerema nepconanbubix aananix (MCI/TH) — COBOKYITHOCTE COJICPKAIIHXCS
B 0a3ax JaHHBIX [EPCOHANBHBIX JAHHBIX W OOECIEHUBAIOIINX HX 00paBOTKY MHPOPMAIIMOHHEIX
TCXHOJIOTHH U TEXHHYECKUX CPEICTB.

2. O0mmue moJ1osKeHUA

2.1. Tlonoxenue o MOPSAKE XPAHEHHS W 3ALIUTHI nepcoHanbHbIX AaHHbIX [lonws3oBareneii Calita
(nanee — IlonoxeHue) paspaboTaHo ¢ LEIBIO COOIIONCHHS TpeboBaHMH 3aKoHOJaTenbcTBa PO,
COZEpIKALIMX [IEPCOHANBHBIC IaHHbIe W uaeHTH(GUKamK [Tonb3oBarerneil, Haxoasmmxes va Cailite.

2.2, lonoxenue pazpaboTaHO B COOTBETCTBHH € Koncturynmeit PO, I'paxnanckum kogekcom P,
JICHCTBYIOIIMM 3aKOHOAATeNbCTBOM PP B 06/1acTH 3a1M Tl ePCOHANBHBIX IAHHBIX.

2.3. llonoxenne ycTaHaBiIMBaeT MOPANOK 06paGOTKM MePCOHATBHBIX JaHHbIX [lonb3oBaTeIeit
Caiira: gefictBust mo c6opy, CHCTEMATH3alMM, HAKOILICHHIO, XPaHCHHUIO, YTOUYHEHHIO (OOHOBJIEHHIO,
M3MEHEHHUIO), YHHUTOKEHHUIO IEPCOHAIBHBIX JaHHBIX.

2.4. llonoxkenne ycranaBiuBaeT 00s3aTebHbIE IS COTPYAHHKOR Oneparopa, 3a1eHCTBOBAHHEIX B
obcrnyxkusanun Calita, obume TpeGoBamus M npaBuia Mo paboTe CO BCEMH BHIAMM HOCHTENCH
HHMOPMAIIHH, COIePIKALIMME TIEPCOHATbHBIE aHHbie [lonnzosareneii CaiiTa.

2.5. B llonoxenun He paccMaTpuBarOTCS BOTPOCHI 0BECIEUCHHsST GE30MacHOCTH IEPCOHATIBHBIX
JQHHBIX, OTHECCHHBIX B YCTaHOBJICHHOM IMOPSIKE K CBEICHMAM, COCTAaBIISIOLIMM TOCYIAPCTBEHHYIO
taiiny Pocculickoi ®enepanun.

2.6. Llensimu Tomoskenus sBISIOTCS:

— obecniedenne TpeOOBaHMH 3aIMTBI NMpaB W cBOGOA YeIOBEKA H IPaKIAHHHA npu obpaborke
MEPCOHAIILHBIX TAHHBIX, B TOM YHCJIC 3alUMTHI IPAB Ha HEIPUKOCHOBEHHOCTD YaCTHOM JKH3HH, THUHYIO U
CeMEHHYIO TaifHy;

— MCKJIFOYICHHC HECAHKUMOHUPOBAHHBIX ICHCTBUH COTPYIHUKOB Oneparopa u JIIOOBIX TPETHHX JIHIT
no cOOpy, CHCTEMAaTH3alHH, HAKOIUICHHIO, XPAHEHHIO, YTOUHCHHIO (0GHOBJICHHIO, M3MEHEHHIO)
NIEPCOHANLHBIX JIAHHBIX, MHBIX (DOPM HE3aKOHHOIO BMEIIATE/ILCTBA B MH(DOPMAIMOHHBIE PECypChl U
JIOKAIbHYIO  BBIYHCIMTENBLHYIO ceTh Orneparopa, obecriedenne NPaBOBOrO M HOPMATHBHOTO peKHMA
KOH(QUACHIMAILHOCTH — HEJAOKYMEHTHpOBaHHOH  wuHbopmammu  [losb3osaTeeii Caiira; 3amura
KOHCTHTYIIHOHHBIX TPaB rpakJaH Ha JIHYHYIO TalHy, KOH(PUACHIHAILHOCTh CBEICHUN, COCTAB/ISIONIMX
[ICPCOHAIPHBIC JIAHHBIC, M TPEJOTBPAIICHHE BO3ZHMKHOBEHHS BO3MOXKHON yrpo3bl Ge30MacHOCTH
Ilonw3oBareneii Caiira.

2.7. llpuniune! 06paboTKH NepcoOHANbHbIX TAHHBIX:

— 00paboTKa MEPCOHANBHBIX AAHHBIX MOKHA OCYNIECTBIATHCS HA 3AKOHHOH M CIPaBE/UTMBOM
OCHOBE;

— 00paboTka NnepcoHaTBHBIX AAHHBIX I0JKHA OrPAHHUHBATLCH JOCTHKEHHEM KOHKPETHBIX, 3apaHce
ONIPE/ICTICHHBIX U 3aKOHHBIX 1eneld. He nomyckaercs oGpaGoTka nepcoHaIbHBIX JaHHBIX, HECOBMECTHMAS
C HessiMH ¢0opa nepcoHaNbHEIX JIaHHBIX;

— HE jonyckaercss oObe/juHeHHe 0a3 JaHHBIX, COJEPIKALIMX MEPCOHAIbHbIE JAHHBIE, oOpaboTtka
KOTOPBIX OCYIIECTBIISCTCS B LEIAX, HECOBMECTHMBIX ME Ky COOOI;

— 00paboTKe mo//IekaT TOMBKO ePCOHABHBIE JIAHHbIE, KOTOPBIC OTBEYAIOT HETSIM HX 00paboTKHu;

— cozepxanue M 00beM 00pabaTBIBACMbBIX NEPCOHANBHBIX JAHHBIX OJIKHBI COOTBETCTBOBATE
3ajBICHHBIM  HeasiM  oOpabotku. OO6pabarbiBaeMble [EpCOHATBHLIC JAHHBIE He JOMKHBI  ObITh
H30BITOYHBIMH 110 OTHOIIEHUIO K 3asBJCHHBIM HENAM HX 06paboTKu;

— npud 00paboTKe MEPCOHAIBHBIX JAHHBIX JOIKHBI GbITh 0GeCreueHbl TOYHOCTD NEePCOHaNBHBIX
JIAHHBIX, X, 10CTATOYHOCTDb, a B HEOOXOJUMBIX CllydasX M aKTyalbHOCTH [0 OTHOLIEHHIO K IIeJIsiM
00pabOoTKH MePCOHATBHEIX JaHHbIX;

— XPaHCHHE NEePCOHANLHBIX NaHHLIX JI0JKHO OCYIIECTRIIATLCSA HE JOIbLIE, YeM 3TOr0 TPeOYIOT 1l
00paloTKH NEPCOHANBHEIX JaHHBIX, €CIH CPOK XPAHCHHS [ICPCOHATBHBIX JAHHBIX He YCTaHOBJICH
dejiepasibHBIM 3aKOHOM, I0TOBOPOM, CTOPOHOH KOTOpOro Asisercs [TonpzoBarens;
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— oOpabaTblBaeMble IEpPCOHAIBHBIE JAHHBIE TOMICKAT YHHUTOKECHHIO JHOO 063 IMIMBAHMIO MO

JOCTHIKEHUH Le/IeH 00pabOTKY MM B CTydae yTpaThl HEOOXOAMMOCTH B JOCTHKEHUH STUX 1leJIel, ecIin
» Jgioe He npetyemMoTpeno dexepaibHbiv 3aKOHOM.

2.8. YenoBus 06paboTKH MepcoHaIbHbIX JAHHBIX.

2.8.1. O6paborka mepcoHanbHBIX naHHBIX [lonb3osarencii Caiita OCYILECTBIIAETCS HA OCHOBAHHH
['paxcnanckoro. kogekca P, Konerutynnn PO, neiicrsyromero sakoHomaTenscrsa P® B o6iactu
3AIMUTEI IEPCOHATBHBIX JIAHHBIX.

2.8.2. ObpaboTka 1mepcoHaNbHBIX AaHHBIX Ha CaiiTe OCYHIECTBIIACTCA ¢ COOMIOICHUEM TIPHHIIUIIOB H
MpaBuil, NpeIycMOTpeHHBIX [lonoxennem u 3akoHoaare/LeTBOM PD.

OBpaboTKa NepCoOHANBHBIX NAHHBIX J0IYCKAETCs B CIIIYIOILIHX ClIydasix:

— 00paboTKa NepCOHANLHBIX JaHHBIX HEOOXOIMUMA /Ul HCIIOJb30BAHHS Caifra, cTOpoHO#N KOTOpOTO
siBJisseres |losib3zoBaTes;

— 00paboTKa MepCOHATBHBIX JaHHBIX HEOOXOMMMa Juls 3alIUThLl JKU3HM, 3/I0POBBSI WIIH HMHBIX
KM3HEHHO BaXHBIX HHTepecoB lloib3oarens Caira, €cin M0Jy4eHHE COMACHS HEBO3MOKHO,

— 00paboTka NepcoHaNbHBIX NaHHBIX HEOOXOMMA ISl OCYLIECTBICHUS PaB ¥ 3aKOHHBIX HHTEPECOB
Ornieparopa MM TPETBHX JIHIL JIMGO /U1 OCTHKEHUS OGIIECTBEHHO 3HAUUMBIX Liejeil [IPH YCJIOBHH, YTO
[IpH 5TOM HE HapylaroTeA rpasa U cBoOos! [Tonbzosatencii Caiita:

— 00paboTka MEpPCOHANBHBIX JAHHBIX OCYIMIECTBISETCS B CTATHCTHYCCKHX WM HHBIX
HCCJICI0BATE/ILCKIX TICIIAX, 33 HCKIIOYeHHEeM 06paboTKU MepCOHANbHBIX JAHHBIX B HENAX MPOABHIKSHHS
TOBAapOB, padoT, yCIyr Ha PBIHKE IyTEM OCYIIECTBICHHS PSMBIX KOHTAaKTOB C [OTEHLHAILHBIMH
HOTPEOHMTENAMH C HOMOIIBIO CPEJICTB CBA3H, a TAKKE B LESX MOIHTHIECKOl aruTanum, Mpu yCIIOBHH
00513aTe/ILHOr0 00C3IHUHBAHYS IEPCOHANBHBIX JTAHHBIX. ‘

2.9. lenn o6paboTKU MEpCOHATBLHEIX JIAHHBIX.

2.9.1. ObpaboTka mepcoHanbHBIX AaHHbIX [lonbsoBaTereii Caiita OCYIIECTRIISIETCSA MCKITIOUHTENLHO
B LeJISIX NIEPC/Iavi OHJIAHH-3assBKH OT NOTPEGHTENA YCIIYT UCIOJIHHTEITIO.

2.9.2. CpelleHHAMH, COCTABIAIONUME [EPCOHANbHbIE JAHHBIE Ha Caiire, siBisiercs smoOast
HH(OPMALKSA, OTHOCSIIASCS K ONPE/IENEHHOMY WA OMpE/IE/IAeMOMY HA OCHOBAHMH Tako# WH(OpMAaIHy
Gusznueckomy iy (CYOBEKTY NnepcoHATBHBIX JaHHBIX ).

2.10. McTOYHMKH MOy YeHH s TepPCOHaNbHBIX JlaHHbIX [1o/b30BaTe e,

2.10.1. Hcrounukom wunpopmanmu 060 Beex [ICPCOHAIBHBIX JaHHbIX [lonk3oBarens spisercs
HernocpencTBeHHo cam Ilons3oBarels. -

2.10.2. Mcrounnkom uHbOpMANHH o NEPCOHAIbHBIX JaHHBIX [lonb3oBarerns siBisitoTCs CBEMEHUS,
oIy dCHHBIC BelencTBHE npenocrasickus Oneparopom Ilonb3osareno npas nonb3osanns CaitTom.

2.10.3. Tlepconansubie jannbie Ilonp3oBaTeneit oTHOCSTCS K KOH(HAEHIHATLHOH uHpOPMALHH
OIPAaHHYEHHOTO JOCTYIIA.

2.10.4. ObGecrieyenns KOH(PHACHIHAILHOCTH IEPCOHAILHBIX JaHHBIX He Tpedyercs B Cliyyae HX
00e3IMuMBaHmsl, & TAKIKE B OTHOLICHHH OOMIE/IOCTYHBIX [EPCOHATBHBIX JIAHHDIX.

2.10.5. Onepatop e umeeT npasa codupaTh 1 00pabarpIBaTh NepcoHaNbHble Januble [lonp30BaTe s
O €r0  pacoBOH, HAIMOHAILHOH MPHHAUIEKHOCTH, MOTHTHYECKHX B3IIIA/AX, PENUTHO3HBIX  HJTH
(unocopekux  ybexxmenusx, uaCTHOH IKH3HM, 33  HCKIIOUEHHEM CJIyuacB. [PELyCMOTPEHHBIX
JACHCTBYIOLIMM 3aKOHOAATEIbCTBOM.

2.10.6. Oneparop He UMeeT mpasa MOIyYaTh | oGpabarkiBaTh nepcoHaibuble JaHHble [losb30BaTens
0 €ro WICHCTBE B 0OIUCCTBEHHBIX 0O0hEANHCHUAX HITH ero poQiCOIO3HON AeATeIbHOCTIL, 38 HCKITOUCHHEM
ClIy4aes, [Ipe/lycMOTPeHHBIX DeiepaabHbIM 3aKOHOM.

2.11. CiocoGbl 06paboTKH IepCOHATBHBIX AAHHbIX.

2.11.1. llepconanbubie mannbie Iloms3osaTencit Caiita 00palbaThIBAIOTCSI  HCKITIOYUTEILHO ¢
MCIIOIB30BAHMEM CPEJICTB ABTOMATH3AIINH,

2.12. Tlpasa cy6pextos (IToapsosareseir) NIEPCOHANBHBIX JIAHHBIX.

2.12.1. Tlomp3oBatens wmeeT mnpaBo Ha TolyueHue cpe/ieHuit o6 Omeparope, o MecTe ero
HaXOu/ICHUA, 0 Ha/MYKHK y Onepatopa NepeoHaNbHBIX AaHHbBIX. OTHOCSIIMXCS K KOHKPETHOMY CYOBEKTY
IepcoHaNbHBIX JaHHBIX ([lonb3oBaTenio), a Takke Ha O3HAKOMJIGHHE C TAKHMH EPCOHAILHBIMH
AQHHBIMH, 38 UCKJIKOYEHHEM CIIy4YacB, NPeLyCMOTPEHHBIX YacThio 8 crarhbu 14 3akoHa o [IEPCOHAILHBIX
JIAHHBIX.



2.12.2. Tonp3osatenh UMeeT IIpaBo Ha no.ydenue oT Oneparopa MpH JINYHOM ODpaIleHHH K HEMY
100 npu nosiydenun OnepaTopoM IUCHMEHHOTO 3anpoca ot |loiszoBaTes Cliefyrouled HHpOopMaInH,

» Kacaroleiics 06paGoTKH ero NEPCOHAIBHBIX TAHHBIX, B TOM YHCJIE COJEPKALLCH:

— NOATBEpXKeHHe (hakTa 00pabOTKH MEepCOHANIBHBIX AaHHbIX ONepaTtopoM, a Takke [elb TaKoil
00paboTkH; "

— IPABOBLIC OCHOBAHMS U Li€J1H 00paboTKH MePCOHATBHBIX JIAHHDIX;

— L€ ¥ NIpUMeHsieMble OriepatopoM crnoco0sl 06paboTKy NepCOHANBHBIX AaHHDIX;

— HAaMMCHOBaHME H MECTO Haxox/aeHnus Onepatopa, CBeJCHHS O JAMIAX (32 HCKIIOYEHHEM
pabOTHHKOB oneparopa), KOTopble MMCIOT JI0CTYII K MEPCOHAIBLHBIM JaHHLIM HJIH KOTOPBIM MOIYT OBITH
PAaCKPBITBI IEPCOHATLHEBIC [aHHBIE HA OCHOBAHMM JOIOBOpA C OneparopoM WM Ha OCHOBAHHH
dejiepanbHOrO 3aK0HA; g vl

— oOpabaTbiBaeMble IEpPCOHANIBHBIE JAHHBIC, OTHOCALIMECH K COOTBETCTBYIOUIEMY CYOBEKTY
TICPCOHAIPHBIX TAHHBIX, HCTOUHHK WX MOTYYCHHS, €CIIH WHOH MOPSIOK MPEIOCTABICHUS TAKHX JAHHBIX
He npeaycMoTper DeepaibHbIM 3aKOHOM:; i

— CPOKH 00pabOTKH MEPCOHANBHBIX JIAHHBIX, B TOM YHCIIE CPOKH X XPaHEHH4,

— TOpAZIOK  OCYIUECTBJIEHHS CYyOBEKTOM [EPCOHANBHBIX JIAHHBIX [1PaB, MPEdyCMOTPEHHbIX
De1epanbHBIM 3aKOHOM;

— HHQOPMAIHUIO 06 OCYIIECTBICHHON UM O IPEJIIOIAraeMo TPaHCTPaHUYHOH Iepeaaye JaHHbIX;

— HaWMEHOBAaHME WM (aMHUJIMIO, HMs, OTYECTBO M AJAPEC JIMIA, OCYILUECTBIISIONIEro oOpaboTky
[ICPCOHAILHBIX TAHHEBIX 110 mopyyenuto Oreparopa, ecin o0paboTka IMopydeHa WIH Oyjer mopydena
TaKOMY JIMILY:

~ HHBIC CBCACHMS, NPENYCMOTPeHHbIe DefepaibHbM 3aKOHOM WIH APYTUMH  (heaepalbHbIMHE
3aKOHAMH;

— TpeOoBaTh H3MEHEHHS, yTOUHCHHUS!, YHHUTOKEHHS HHBOPMAIHK O caMoM cele:

— 00KaJI0BaTh HEIIPABOMEPHBIE AeHCTBHS Wil Ge3melicTBre 110 00paboTKe nepcoHanbHbIX JAHHBIX U
TpebOoBaTh COOTBETCTBYIOIEH KOMIIEHCALIHH B CYJIE;

— Ha JIONIOMHCHHE MEPCOHAIBHBIX TaHHBIX OLEHOYHOIO XapakTepa 3asBICHHEM, BhIPAKAIONIUM ero
COOCTBEHHYIO TOUKY 3PEHHS;

— OMPEJICIIATE MPEACTABUTENICH JUTSl 3alUTLI CBOMX TTEPCOHANBHBIX AaHHBIX:

— TpeboBatk orT OmepaTopa yBEAOMIEHHS 060 BCeX NPOU3BEACHHBIX B HHX H3MCHEHMSX WM
UCKITIOYEHHUSIX U3 HHX. T

2.12.3. Tlonb3oBaresib UMEET NPABO OGKANOBATH B YHNOJHOMOYEHHOM OpraHe o 3aluTe Mpas
CyOBEKTOB MEPCOHAJILHBIX JAHHBIX HIH B CyneGHOM nopsake Aercrsust wim Oeszelicteue Oneparopa,
CCJIH CHHTACT, 9TO IMOCHIEIHHH OCYUIECTBISIET 00paboTKY €ro NepcoHaNIbHBIX JAHHBIX C HapyleHHeM
TpeboBanuil MesiepanbHoro 3akona «O NEPCOHANBHBIX AAHHBIX» HITH HHLIM 00pa3oM Hapylaer ero
pasa U cBODO/IBI.

2.12.4. Tlonp3oBaTesb MEPCOHATIBHBIX JAHHBIX UMEET [IpABO HA 3aIIMTY CBOMX IIpaB W 3aKOHHBIX
MHTCPECOB, B TOM HHCIIe HA BO3MEIIEHHE YOBITKOB H (MJIM) KOMIIEHCALIHIO MOPAILHOIO BPEa B CyAeGHOM
MOpsiZIKE.

2.13. O6s3anHOCTH Oneparopa.

2.13.1. Tlo daxry auunoro oGpatieHus 1160 Mpu TOJYYCHHH [HCbMEHHOI'O 3ampoca cyObekTa
[ICPCOHANIEHBIX NaHHBIX WIIK €TO npeacTasutess Oneparop, Npy HAJIMYKMH OCHOBAHUIL, 00S3aH B TeYeHue
30 nmmeit ¢ mater obpautenus nu6o mosyyeHus 3anpoca cyObeKTa MEepCOHAIBHBIX aHHBIX HIH €ro
TMPEACTABUTCIIA NPEIOCTABUTE CBEACHHS B 00beme, ycTaHOBiIeHHOM (DejepanbHbIM 3akoHoM. Takue
CBE/IEHHS I0JKHBI OBITE MPEIOCTABNIEHbI CYOBEKTY IEePCOHANBHBIX AAHHBIX B JOCTYIIHOW (hopMme, H B HUX
HE JIOMDKHLL CONEPIKATRCS NEPCOHAJIBHBIC JaHHBIC, OTHOCAIMECS K APYTHM CYOBEKTaM MepCOHANbHBIX
HAAHHBIX, 3a HCKIFOYECHHEM CIYYacB, €CAM HMEIOTCS 3aKOHHbLIE OCHOBAHHS JUIS PacKpBITHUS TaKHX
EPCOHANBHBIX JJAHHBIX.

2.13.2., Bee obparuenus CYOBEKTOB MEPCOHANBHBIX JAHHBIX WIIH  HX peicTaBuTelIeH
perncrpupyiores B JKypHane yuwera ofpamiennii rpakian (cyGnekToB NEPCOHAIBHBIX JaHHBIX) II0
Bonpocam 00paboTKH MePCOHANBHBIX JaHHBIX.

2.133. B cnydae oTkasa B NpesOCTABICHHH CYOBEKTY MEepPCOHANBHBIX JaHHBIX MJIH €ro
MPCACTABUTENMO NIPH OOpalueHky MO0 MpH MOMyYeHHH 3ampoca cyGbekTa NepPCOHATBHBIX JAHHBIX HJIH

¢



Cro MpejCTABHTEN MHPOPMALMKE O HAIMYMM TICPCOHANBHBIX NAHHBIX O COOTBETCTBYIOLIEM CyOBEKTe

. ICPCOHANLHBIX  aHHEIX Ornepartop 00s3aH JaTh B NHCHMEHHON (OpPME MOTHBHPOBAHHBIN OTBET,

" \E0ZIepIKaLIMH CCBUIKY Ha M0JIOKCHHE YacTH 8 cTaThi 14 3aKOHA O MEPCOHAIBHBIX JNAHHBIX MM HHOTO

(benepanbHOro 3aKOHa, SBIAIOIIEECS OCHOBAHUEM ISl TAKOTO OTKA3a, B CPOK, He npeBblaoLni 30 jaHei

o JiHst oOpainenns cyObeKTa MepCOHaBHBIX TAHHBIX WK €ro NPeaCTaBHTels, MO0 ¢ JaThl [IOJIyYEHH S
3a11poca cy0beKTa NepcoHabHBIX AAHHBIX HJIH €r0 MPEICTABUTES.

2.13.4. B ciydae mosyueHHs 3anpoca OT YIOJHOMOYEHHOTO opraHa o 3aluTe paB cyOBeKTOB
[ICPCOHAIBHBIX  JIAHHBIX O MPEJOCTaBICHHH HH(POPMAlMK, HEOOXOAUMONA JUIs  OCYLIECTBICHHS
ACATCJIBHOCTH — yKasaHHOro oprana, Omneparop o00s3aH  coOOUMTE Takylo HHGOPMALUIO B
YIIOJIHOMOYEHHELH opraH B Teyenue 30 [Heil ¢ aaThI IMOJTy4€HHsl TAKOTO 3aIpoca.

2.13.5. B ciyyae BbIABNEHHs HEPaBOMEPHOH 00pabOTKH MepCOHAIBHBIX JAHHBIX npu obparieHnn
WK TI0 3anpocy CyOBEKTa NEPCOHANBHLIX JAHHBIX HIIM €rO [PEJCTABUTENS MO0 YIOIHOMOYEHHOIO
OpraHa [0 3alllATe IpaB CYOBEKTOB [EpPCOHANBHBIX JaHHbIX Omneparop o0043aH  OCYIIECTBHTD
OJIOKHpPOBaHHE HEMPaBOMEPHO 00pPaGaThIBAEMbBIX TNEPCOHATBHBIX  JAHHBIX, OTHOCSIIMXCS K ITOMY
CyOBEKTY MepCOHANBHBIX JAHHBIX, C MOMEHTA TAKOIr0 OOPAICHHS HiH 0TyUeHHS YKa3aHHOTO 3a1rpoca
Ha [EPHOJL IIPOBEPKH.

2.13.6. B ciyvae BBIABIECHHS HENPABOMEPHOi 06paGOTKH TIePCOHAIBHBIX JAHHBIX, OCYIIECTBIIAEMOM
OneparopoM, MocneHuil B CPOK, HE MPEBBIIAIONMI TpeX paGounx jHeil ¢ JaThi ITOro BBISIBIICHHUS,
00s13aH MPEKPATHTh HETIPABOMEPHYIO 00paboTKY NepcoHalbHbIX JaHHbIX. O6 YCTPaHEHHH JOIYIEHHBIX
Hapymenuit Onepatop 06s3aH YBEIOMUTh CyObeKTa NIEPCOHANBHBIX JTAHHBIX HJIH €r0 IPeJCTaBUTEIs, a B
ciydae ecian obpaleHue CyObeKTa NEPCOHATBHLIX JIAHHBIX WM €ro MPEeJICTABHTENS JHOO0 3anpoc
YIOJTHOMOYCHHOrO OpraHa Mo 3alluuTe npaB CyObeKTOB NEPCOHAIBHBIX JAHHBIX ObUIM HarpaBlieHbl
YUIOJIHOMOYCHHLIM OpraHoM [0 3alllMTe MpaB CyObeKTOB MEPCOHAIBHBIX AaHHBIX, TAKKE YKA3aHHBIH
Opras.

2.13.7. B ciyuae HOCTH/KEHHS Leid oOpaboTKH [IEPCOHATBHBIX JlaHHbIX Oreparop o6s3aH
MPEKPAaTUTE 00PabOTKY NEPCOHANBLHBIX JAHHBIX W YHHUTOKHTL IEPCOHAJIbHBIE NAHHBIE B CpOK, HE
npesblimaronui 30 paboymux IHEH ¢ JaThl JOCTHIKEHHS! 1eJH 00pabOoTKH NepPCOHANBHEIX JAHHBIX, €CIIH
HHOC HE IIPEAYCMOTPEHO OFOBOPOM, CTOPOHOH KOTOPOro SABACTCS CyOBEKT MEPCOHATILHBIX JAHHBIX.

2.13.8. 3anpemaercss NpUHSTHE Ha OCHOBAHHH HCKIIOYHTEIHLHO aBTOMAaTH3HPOBAaHHOH 00padoTku
TIEPCOHANLHBIX JIAHHBIX PEIIEHUH, NOPOKAAIOIIMX IOPHIMYECKHE TTOCHIE/CTBASI B OTHOLICHHH CYOBEKTa
[ICPCOHANBHBIX IAHHBIX HIIM HHBIM 00Pa3oM 3aTparuBaloLIMX €ro NpaBa U 3aKOHHbIE HHTEPECHI.

2.14. Pexxum KoHGUACHIHATEHOCTH NEPCOHANBHBIX JIAHHbIX.

2.14.1. Oneparop obecneunBaeT KOHGUACHIMATLHOCTE U GE30MACHOCTD MIEPCOHANIBHBIX JaHHBIX MPH
HX 00padOTKe B COOTBETCTBHHU ¢ TpeGOBAHUAMH 3aKOHOIATENLCTRA PO,

2.14.2. Onepatop He pacKpbIBAET TPETHUM JIHIAM H He pacnpocTpaHseT NepcoHaNbHBIC AaHHbIe 0e3
COrJIacHs Ha 5T0 CyOBEKTA NEPCOHANBHBIX J@HHBIX, CCIIH MHOE HE MPELyCMOTPEHO DeepasbHbIM
3aKOHOM,

2.143. B COOTBeTCTBHH C IN€peYHEM MEPCOHATBHBIX JAHHBIX, obpabarbiBaeMbIXx Ha caiite,
HepcoHalbabIe fannbie ompsosareneil Calita ABISIOTCS KOHQHIEHIMATBHON HHDOPMaLIHEH.

2.144. Jluua, ocymecrrisiomue 06palOTKY NepPCOHANBHBIX JAHHBIX, OOM3aHBI COBIIIONATH
TPeOOBaHHs PErIAMEHTHPYIOIMX A0KyMeHToB Oneparopa B 4acTd oGecieyeHs KOH(MAEHIHATEHOCTH
1 0€30I1aCHOCTH TIEPCOHAIBHBIX JIaHHBIX.

3. O06paboTka nepcoHaNbHBIX JAHHBIX

3.1. [lepeuens obpabarbiBaeMbIX EPCOHANBHBIX JaHHBIX |10/b30BaTECH:!
— (pamuus;

— HMS;

~ OTYECTBO;

— MOOM/IBHBIN TeedoH;

— 3JIEKTPOHHAS [10YTA.

3:2. Jluna, MMeroLye paBo JA0CTYNa K TePCOHATBHBIM JIAHHbIM.
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3.2.1. TlpaBom pmocryna k- [ICPCOHAILHBIM  JaHHBIM CYyOBeKTOB 00JIafaroT /M, HaJeleHHbIe
COOTBETCTBYIOIIMMH [10JHOMOYHIMH B COOTBETCTBHH CO CBOMMH CIIYIKeGHBIMH 0OS3aHHOCTIMI,

3.2.2. Tlepevens 1L, HUMEIOMIUX AOCTYIl K NEPCOHAIBHBIM [1aHHBIM, YTBEPKIACTCs TeHEPaTbHBIM
JupekTopom Onepatopa.

3.3. Tlopsijtok 1 CPOKH XpaHEHHUS MEPCOHANBHBIX JAHHBIX Ha CajiTe.

3.3.1. Onepatop ocymiecTBAsET TOMBKO XpaHeHHe [IepCOHaNIbHBIX MaHHbIX [lons3oBarteneii Ha Caiite.

3.3.2. Cpoku XpaHEHHs MepCOHATBHBIX AaHHBIX [10/b30BaTEeNCH Ha Caiite onpenenensl ycaoBHIMH
[Tonb3osarensekoro cornauenus, BROAATCS B /IeHCTBIE ¢ MOMEHTA npuHsaThs (akuenra) [lons3osarenem
AAGHHOTO cornauenus Ha CaiiTe W JeHcTBYIOT 1o Tex nop, noka [loib3oBaTens He 3asBHT o CBOEM
KEIIAHMHU yIalIHTh CBOM NepCoHaNbHbIe nanublie ¢ CaiiTa.

333. B cayuae ypanenms janueix ¢ Caiita mo HHHIHATHBE OJHOH W3 CTOPOH, & HMEHHO
IpEKpallieHus nenonp3oeanus Caifta, nepcoHalibHble qaHubie 1onb30BaTeNs XpaHsTCca B 0aszax JIaHHBIX
Orneparopa 1tk JIET B COOTBETCTBHH € 3aKOHOIATENLCTROM PD. !

3.3.4. llo HCTeYeHMHM BBILICYKA3aHHOIO CpOKa XpaHeHMs [MEePCOHANBHBIX JIAHHBLIX [lonp3oBaTes
lICpcOHATBHbBIC NaHHble llonmb3oBaTens ynansrorcs aBToMaTHleck 3a1aHHBIM AJITOPUTMOM, KOTOPHIiA
3ajaet Oneparop.

3.3.5. Omeparopom He Bemercs 00paboTka HmepcOHANBHBIX JaHHBIX [lonb3oBarescii na OyMarKHBIX
HOCHTEIIAX MH(BOPMAIIHH.

3.4. BIOKHpOBaHKE NEPCOHANBHBIX AAHHBIX.

3.4.1. Tlon GnoKHpOBAaHHEM MEPCOHANBHBIX JIAHHBIX MOHHUMAETCS  BPEMEHHOE IMpeKpalleHue
OmneparopoM onepanuii 1mo  ux 00paboTtke 1o Ttpebosanuio Ilonb3oBaTess [P BBIABJICHUH MM
HCZIOCTOBEPHOCTH  00palaThIBAEMBIX  CBEICHMH MM HCTIPABOMEPHBIX, [0 MHEHHIO CyObekTa
[IEPCOHAIBHBIX NaHHBIX, ICHCTBUH B OTHOLICHHUH €0 JAHHBIX.

3.4.2. Onepatop He mepenact HCPCOHATILHEIC JIAHHBIE TPETBUM JIMLAM H He IOpyyaer o6paGoTKy
[ICPCOHAIILHBIX JAHHBIX CTOPOHHHM JIHL@AM M OpraHu3auusaM. [lepcoHanbHble fammble [Tonbzorareneii
Caiita 00pabaTeiBalOT TONBKO coTpyanuku Omnepatopa (aIMHHMCTPATOPBI 0a3 JAHHBIX W T. a.),
AOIYICHHBIC YCTAHOBICHHBIM HOPSIKOM K 06paboTKe NepcoHanbHbIX AaHHbIX [10/1b30BaTeei.

3.4.3. DBIOKHPOBAHHE TNEPCOHANBHBIX JEAHHLIX Ha Calite ocyuiecTBisiercs Ha OCHOBAHMH
[IMCbMEHHOTO 3asBJICHUS OT CYOBEKTA NEePCOHAIBHBIX JaHHBIX.

3.5. YHMYTOXKEHHE TIEPCOHATLHBIX JAHHbIX.

3.5.1. Tlom yHHUTOKEHHEM TIEPCOHANBLHBIX NAHHDBIX TNIOHUMAIOTCH NEHCTBHS, B PE3yJIbTaTe KOTOPHIX
CTAHOBUTCs HEBO3MOMKHBIM BOCCTAHOBHTB COJEPKAHHE IEPCOHATBHBIX JAHHBIX HA Caiite w/umm B
PE3YJILTATE KOTOPEIX YHUYTOMKAKOTCSI MATEPHANTBHEIE HOCUTENH IIEPCOHAIBHBIX TAHHBIX.

3.5.2. CyObeKT NepCOHAIBHBIX JIAHHBIX BIIPaBC B MHCbMEHHOH (opme TpeGoBaTh YHHUTOKEHHS
CBOMX TICPCOHAIBHBIX JAHHBIX B Cllydae, €C/IM MNepCOHAIbHbIE JAHHBIC SBJISIOTCS HETIOJIHBIMH,
YCTApCBIIUMH, HENOCTOBEPHBIMM, HE3aKOHHO TMOTYYEHHBIMH MM HE SBISIOTCS HEOOXOIUMBIMH I/
3asBJICHHOH 1111 00paboTku.

3.53. B ciyyae OTCYTCTBHS BO3MOKHOCTH YHUYTOKCHHS MEPCOHATBHBIX JaHHBIX Omneparop
OCYIICCTB/IACT ONIOKUPOBAHHE TAKMX EPCOHATBHBIX JAHHbIX. _

3.5.4. YHMUTOXKEHHE NepPCOHAIBHBIX JAHHBIX OCYLICCTBIIICTCA [YTEM CTHpaHus HHOOPMAaLUU ¢
HCHOJIL30BAHMEM  CEPTURHUUMPOBAHHOTO  MPOrPAMMHOIO  OOecIeueHus ¢ rapaHTHPOBAHHBIM
YHHUYTOKCHHUEM (B COOTBETCTBHH C 3a1aHHBIMH XapaKTCPUCTHKAMHK ISl YCTAHOBIIEHHOTO [IPOrPaMMHOI0
obecrneUueHns ¢ rapaHTHPOBAHHbBIM YHHYTOXKEHHEM ),

4. CucTeMa 3aHTHI IEPCOHATLHBIX TAHHBIX

4.1. Mepel 1o oGecneuennio Ge30nacHoCTH NCPCOHANIBLHBIX JIAHHBIX [P UX 06padoTke.

4.1.1. Oneparop npu oBpaGorke [ICPCOHAILHBIX  aHHBIX 00s3aH NPUHHUMATH HEOOXOIUMbIE
IPaBOBBIC, OPraHH3ALHOHHBIE W TCXHHUCCKHE MCPBI MM 00eCNEUMBaTh WX TPUHATHE JUIS 3alHTLI
TICPCOHAIBHBIX  JIAHHBIX  OT HEIPABOMEPHOIO MM  CI1y4aiiHOro JIOCTYNIa K HHM, YHHYTOXKEHHS,
H3MCHEHHUSI, OJIOKMPOBAHHSA, KOIMPOBAHUS, [PEIOCTABICHHIA, PacpoCTpaHEHHs IEPCOHANBHBIX JAHHBIX,
4 TAKXKC OT MHBIX HEIIPABOMEPHBIX JICHCTBHIL B OTHOLICHUH MEPCOHAIBHBIX TaHHBIX.

4.1.2. Obecnieuenue Ge3onacHOCTH [IEPCOHAJIBHBIX JIAHHBIX JOCTHTAETCS, B YACTHOCTH:

]
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~ ONpPENeNCHHEM yrpo3 Oe30MaCHOCTH MepCOHANBHBIX JaHHBIX NpH HX 00paboTke B
HH(QOPMAIHOHHEIX CHCTEMAX NEPCOHATBHBIX JAHHBIX:

— [PHMCHCHHEM OpPraHM3allHOHHBIX H TEXHHUYECKHX Mep [0 00eCledeHHI0 Ge30IacHOCTH
HEPCOHAILHBIX JaHHBIX 1IPH HX 00paboTKe B MHGOPMALHOHHBIX CHCTEMAX MEPCOHANIBHBIX aHHBIX,
HEOOXOIUMBIX /UIsl BBIIOJIHEHHS TPCGOBAHMIL K 3AIIHTE TIEPCOHATBHBIX JAHHBIX:

— NPUMCHCHHUEM TIPOLIC/IIHX B YCTAHOBICHHOM IOPS/IKE IPOLETYPY OUEHKH COOTBETCTBUS CPEICTB
3alUThl HH)OpMAaITHH;

— OLCHKOH 3(p(EKTHBHOCTH NPHHHMAEMBIX MEpP 110 OBECTICUEHHIO Ge30macHoCTH EPCOHATBHBIX
J@HHBIX /10 BBOJA B 9KCILyaTalluio HH(BOPMALIHOHHOM CUCTEMBI ITEPCOHATBHBIX TAHHBIX,

— Y4eTOM MAITHHHBIX HOCHTE/IEH TIePCOHANBHBIX JAHHBIX,

— obHapyskeHHEM (aKTOB HeCaHKLHOHUPOBAHHOTO JIOCTYIIA K [E€PCOHATIBHBIM JIAHHBIM U IPHHATHEM
Mep:

~ BOCCTAHOBJICHHEM NMCPCOHAIBHBIX JaHHBIX, MOAH(DHIIMPOBAHHBIX WM YHHYTOKEHHBIX BCJIEICTBHE
HECAHKIMOHUPOBAHHOI'O IOCTYIIA K HUM; i

~ YCTAHOBJCHMEM  INpaBHI  JIOCTYNa K  [IEPCOHANLHBIM  JaHHbIM, 00paGarbiBaeMbiM B
HH(OPMALEOHHON CHCTEME IIEPCOHANBHBIX JAHHBIX, 4 TAKIKE 00ECIeUeHHEM perucTpanuy U y4dera BCex
JCHCTBHH, COBEPIIAEMBIX C NEPCOHAIBHBIME JAHHBIMU B HH(OPMALMOHHON CHCTEME MEPCOHAIBHBIX
JaHHBIX;

~ KOHTPOJIEM 32 IIPHHUMACMBIMH MEPaMH 110 00eCTeYeHHIO 6e301aCHOCTH NePCOHANTBHEIX JIAHHLIX 1
YPOBHS 3aLIMIICHHOCTH HH(YOPMAIMOHHBIX CHCTEM T1EPCOHATBHBIX JAAHHBIX.

4.1.3. Ina neneit Ilonoxkenns noa yrposamu Ge3omacHOCTH NIEPCOHAIIBHBIX JAHHBIX MMOHHMAETCA
COBOKYIIHOCTE YCJIOBMH M (akToOpOB, CO3MAIOMIMX ONACHOCTh HECAHKIIMOHHPOBAHHOIO, B TOM HUHCIE
CITYHaHHOro, 10CTYNa K MEePCOHANBHBIM JAHHBIM, Pe3y/IbTATOM KOTOPOr0 MOTYT CTaTb YHHYTOXKEHHE,
U3MEHEeHHUE, OJIOKMpOBaHKe, KONMPOBaHHe, PEIOCTABIIEHHE, pacnpoCTpaHEHHE MEePCOHANBHBIX AaHHBIX,
4 TalKC HHBIe  HCNPABOMEPHBIC ICHCTBHS TP HX 00paboTke B HHQPOPMALHOHHOH CHCTEMe
[ICPCOHANBLHBIX  MAaHHBIX. [load  ypoBHEM 3alMIIEHHOCTH MEPCOHANBHBIX JAHHBIX [OHHMAETCS
KOMIIJICKCHBIH  MTOKa3aTesb, XapakTepH3yloumi tpeGoBaHns, HCIMoTHeHHE KOTOpBIX o0ecrneynBaeT
HEHTPANM3ALMIO ONPE/IENEHHBIX YIPO3 Ge30MaCHOCTH MEPCOHATBHBIX AAHHBIX npu ux obpadoTke B
HH(POPMAIIHOHHOMN CHCTEME MEePCOHATBHBIX TAHHBIX.

4.2. 3amminaemele CBEIEHUS O CYGHEKTe [EPCOHANILHBIX JAHHBIX.

K samminaemMbiv cesiennsiM 0 cyObekTe NepeoHaNbHBIX AaHHBX Ha CaifTe OTHOCSTCS JIaHHBIE,
MO3BOJIAIOIIME  MJICHTHOHUUMPOBATE CYOBEKT MEPCOHANBHBIX JAAHHBIX  H/HIIK MONY4UTh O HEM
AOHOTHHTCIILHBIC CBEJICHHS, NIPEIYyCMOTPEHHBIE 3aKOHOAATENLCTBOM U 1 [0JI0KEHHEM.

4.3. 3aumimaempie 06BEKTHI EPCOHATBHBIX JAHHDIX.

4.3.1. K 3ammmaemMeiM 06beKTam NepeoHaibHBIX JaHHbIX Ha CaliTe OTHOCSTCS:

— 00beKThl MHOOPMATU3AMH M  TeXHUYECKHE CpeACTBA aBTOMATH3HPOBAHHOW 00paboTKH
HH(pOPMALHH, COMEPIKALIEH TIePCOHATBHBIE JAHHBIC;

— HHGOPMANMOHHBIE pecypchl (6a3bl JAHHBIX, daitier u gp.), comeprkaime undOpMALKIO 06
HH(bOPMALHOHHO-TEIEKOMMYHUKAHOHHBIX CHCTEMAX, B KOTOPBIX LIUPKYJIHPYIOT [1€PCOHAILHBIE TaHHBIE,
O COOBITHSIX, MPOM3OMIEAUIMX C YIPABISEMBIMU OOBEKTAMH, O [LIAHAX obecnieuenus GecriepeboitHoil
PabOTBI U MPOIIEYPaX [IEPEX0/ia K YIIPABICHUIO B aBAPUHHBIX peKUMaXx;

— KaHalbl CBA3H, KOTOPbIE HCHONB3YIOTCS /Ul MEpe]laid [EPCOHANBHBIX JAHHBIX B BHIE
UH(pOPMATHBHBIX JIEKTPHYECKUX CHIHAIOB M (PH3HUYCCKUX HOJIEN:

— OTHYXaeMBIC HOCHTEIM HH(GOPMALMM HA MATHUTHOMN, MATHUTHO-ONTHYECKON W WHOMH OCHOBe,
NpUMEHAEMBIE [UT 00paboTKH NEPCOHANBHBIX JaHHBIX.

4.3.2. Texnonoruueckas undopmanus 06 HH(POPMALMOHHBIX CHCTEMAX M OIEeMEHTAX CHCTEMbI
3allHTbI NCPCOHANIBHBIX JIAHHBIX, [OICKAIIAS 3alUTe, BKIIOYAET:

~ CBCACHHA O CHCTEMC YNPABICHHS JIOCTYHNOM Ha OO0BEKTHhl MH(OPMATH3ALMH. Ha KOTOPBIX
OCYLIECTBASETCSt 00pabOTKA NepCOHAILHBIX HAHHBIX:

— yupasisiiomas HHGopmanus (KoHGUrypaHoHHEle (Baiisibl, TabIuIb] MapIupyTH3alKuH, HACTPOHKH
CHCTEMBI 3aIUTHI U 11p. );

— TEXHOJIOTHYECKast HHPOPMALHS CPEICTB AocTyna K CUCTeMaM yIpasieHus (ayTeHTH()UKAIMOHHAS
HH(OPMAIHS], KITIOYH U aTpUOYTHI J0CTyna u Jip.);

]
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— XapaKTEPHCTHKU KAHANIOB CBSI3H, KOTOPbIE HCIIOMB3YIOTCS VTSl [ePEiaty IepCOHATBHBIX JAHHBIX B
BU/IE HHOPMATHBHBIX WICKTPHUECKUX CHTHAJIOB H (DU3MUECKUX TTOJICH;

— uH(OpMaIKs O CpeACTBaX 3aAIIUTEI IEPCOHAIBHBIX JAHHBIX, UX COCTABE M CTPYKTYPE, IPUHIMIIAX 1
TEXHHUECKUX PEICHUSX 3allHThI;

— cayxebHble JaHHbIe (MEeTa/laHHbIE) MOSBISIOIHUECS NpH padoTe MPOrpaMMHOrO o0ecrnedeHHs,
COOOIIEHHH M MPOTOKOJIOB MEXKCETEBOr0 B3AMMOJACHCTBHS, B pe3yjibrare 00palOTKH MepCOHATbHBIX
JAHHBIX.

4.4, TpeboBaHHs K CHCTEME 3alIIUThI IIEPCOHANBHBIX JaHHBIX.

CucreMa 3allUTHl NEPCOHATBHBIX JAHHBIX JIOJKHA COOTBETCTBOBATH TPEOOBAHMSIM MOCTAHOBICHHUS
ITpasurenscrea ot 01.11.2012 Ne 1119 «O6 yreprkaenun TpeGoBanuil K 3aluTe NEPCOHATBHBIX JAHHBIX
npy ux 00paboTke B HHOOPMAIIHOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX.

4.4.1. Cucrema 3alMThl IEPCOHANIBHBIX JIAHHBIX JI0JKHA 00eCIIeYnBaTh:

— CBOCBPEMEHHOC OOHApY:KEHHE M TPEJOTBPAlCHHE HECAHKLHOHMPOBAHHOIO JOCTYNa K
MEepCOHAIBHBIM JAHHBIM M (WJIM) TEpelaud WX JIMUaM. He MMEIOIIMM MpaBa J0CTyra K Takoif
MH(pOPMAIIHH; '

— HEIOMYyIICHHE BO3AEHCTBHS Ha TEXHHUYECKHE CpeACTBa aBTOMATH3MPOBAHHOM 00paboTKH
[IEPCOHATBHBIX JAHHBIX, B PE3YJILTATE KOTOPOrO MOXKET ObITh HAPYIIEHO UX (DYHKIIHOHHPOBAHHE;

— BO3MOXHOCTh HE3aME/UTMTEILHOI0 BOCCTAHOBJIEHHS! IEPCOHAIBHBIX JaHHBIX, MOAU(DULIMPOBAHHBIX
HITH YHHUTOXKEHHBIX BCJIE/ICTBHE HECAHKLMOHUPOBAHHOI'O JIOCTYIIA K HUM!

— IOCTOSIHHBIA KOHTPOJIL 3@ 00eCIeYeHUEM YPOBHSI 3alUIIICHHOCTH MTEPCOHAJIbHBIX JdHHbIX.

4.4.2. Cpencrsa 3amuTel HHOOPMALHH, IPUMEHsSEMble B MH(GOPMALMOHHBIX CHCTEMaX, JOJKHBI B
YCTAHOBIICHHOM IIOPSJIKE TPOXOAUTEL IPOLE/LYPY OLEHKH COOTBETCTBHSI.

4.5. Merojibl 1 crnocoOBl 3alUThl HHGOPMALNE B MH(YOPMAIMOHHBIX CHCTEMAX MePCOHATBHBIX
JaHHBIX.

4.5.1. Metoanl u crocobbl 3ammThl HHGOPMALUMKE B MH(OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX
Aannbix OnepaTtopa 10/KHbBI COOTBETCTBOBATE TPEGOBAHHSIM:

— mpukaza @CTOK or 18.02.2013 Ne 21 «OG6 yreepwaenud CocTaBa M COAepKaHMS
OpraHH3allMOHHBIX U TeXHHYECKHUX Mep 0 00ecredeHnIo 0e30MacHOCTH MePCOHANBHEIX JAHHBIX [PH HX
00paboTKe B ”HOOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHbIX);

—npukaza OCB or 10.07.2014 Ne 378 «O6 yreepskaennn CocraBa v coAepiKaHus OpPraHU3alMOHHBIX
M TEXHHYCCKUX Mep 1o oOecreueHuio GE30IaCHOCTH I€PCOHABbHBIX JaHHBIX IPH HX 00paboTke B
HH(POPMALMOHHBIX CHCTEMAX TEPCOHANBHBIX JAHHBIX C HCTIONB30BAHMEM CPEJICTB KpHNTOrpadHuecKoil
3QLUTHI HHGOPMAKK, HeOOXOMMBIX JUTS BBINOJIHCHUS YCTaHOBJIEHHBIX [IpaBuTenseTBoM Poccuiickoit
Deiepanny TpeOOBaHUI K 3aIUTE MEPCOHATBHBIX JAHHBIX /IS KAXK/10r0 U3 YPOBHE( 3all(UIeHHOCTHY (B
ciyuae ompezneieHust OneparopoM HEOOXOAMMOCTH HCIOJIB30BAHUSI CPEACTB KPUNTOrpadhHyecKoit
3aUM Tl KH(OPMALMK JUIs o0ecedeHnst 6e30MaCHOCTH MEPCOHANBHEIX TAHHBIX).

4.5.2. OCHOBHBIMH METOJIAaMH M criocofaMu 3amuTel HHPOPMAIKKE B HHOOPMALHOHHEIX CHCTEMax
epCOHANBHBIX JMaHHBIX [losb3oBarenell ABNAIOTCH METOJbI M CIOCOOBI 3aIIUTHI MHOPMALUH OT
HECAHKLIMOHMPOBAHHOTO, B TOM YHCIIC CIIy4aHHOro, JIOCTYNA K MEPCOHATBHBIM JIAHHBIM, PE3yILTATOM
KOTOpPOr0 MOMKET CTaTh YHHUYTOXKEHHE, HW3MeHeHHe. OJ0KMpOBaHME, KOIMHPOBAHHE, PACTIPOCTPAHEHHE
NIEPCOHAJILHBIX JIAHHBIX, & TAKIKE MHbIX HECAHKIMOHHUPOBAHHLIX JIEHCTBHHE (Ja1ee — METO/Ibl U Cl1OCOObI
3aluTel HHGopmanuu ot HCJL).

4.5.3. Beibop u peanusaius MeTOJI0B U CIIoco0oB 3amuThl nHdopmanuu Ha CaifTe ocylecTBIseTCs B
COOTBETCTBHH ¢ PEKOMEHIALMSIMH PETYIATOPOB B 0OsacT 3aumthl nHGopmanuu — OCTOK Pocenn u
OCB Poccnn, ¢ yuerom ompenenseMsix Orneparopom yrpo3 Ge30NMacHOCTH MEPCOHATbHBIX IaHHBIX
(MOzienu yrpo3) U B 3aBUCHMOCTH OT KJiacca HH(BOPMAIIHOHHON CHCTEMBI.

4.5.4. BoiGpanusle 1 pealv30BaHHBIC METO/IbI M CNIOCOOBI 3alnThl uHGopMaiuy Ha Caiite J0JKHBI
obecrnevnBaTL HEHTPAIU3AUMIO NPEANONAraeMbIX yrpo3 0E30MacHOCTH NePCOHANLHBIX JAHHBIX IPH HX
obpaborke. p

4.6. Mepe! 3a1MThl HHQOPMAIIHH, COCTAB/IAIONMIEH MEPCOHABHBIC IAHHEIC.

4.6.1. Mepsl nmo oxpaxe 06a3 JaHHBIX, COJCPXKAIIMX [IEPCOHAILHBIE JaHHBIE, NPUHUMACMBIE
OrnepatopoM, MOIKHE BKIFOYATH B ¢ebs:

— OIPEJeICHHE NepeYHs HHOOPMaIUU, COCTABIIAIOMICH TIEPCOHANILHBIE JaHHbIE;
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— OFPaHMYCHHE JIOCTYTIA K HHPOPMALUH, COePKalIeH IepCOHaIbHBIE JaHHbIE, TYTEM YCTAHOBIEHHS
nopsijika oOpamenus ¢ 310i HHpopMamell 1 KOHTPOIIS 3a COBIIOAEHUEM TAKOT0 nopsaKa.

4.6.2. Mepbl 110 oxpane KOHGHICHIMATEHOCTH HHGOPMAIHH [IPH3HAIOTCS pasyMHO JOCTATOYHBIMH,
eCJIH:

— HCKIIIOYAeTCst I0CTYI K MEPCOHANLHBIM IaHHBIM M0OBIX TpeThUX Juil Ge3 corsacust OnepaTopa;

— o0ecreuuBaeTCs BO3MOKHOCTL HCIONB30BAHUS MH(OPMALHH, COAEpIKAILEH [IEPCOHATLHEIE
JlaHHBIe, O3 HAapyLIEeHHs 3aKOHOIATENIBLCTBA O MEPCOHANBHBIX JIAHHBIX,

— npu pabore ¢ llonp3oBaTteneM ycraHaBmMBaeTCs TAaKOH MOPSIOK JeHCTBHIL Onepatopa, mpu
KOTOPOM 0DeCIIeUHBAETCS COXPAHHOCTD CBE/IEHHI, COIEPKAIMX [IEPCOHANIbHBIE Hanuble [10/1b30BaTelIsI.

4.6.3. TlepcoHalbHble J@HHBIC  HE MOTYT OBbITh HCHONBL30BaHBl B IENSX, I[IPOTHBOPEYAIINX
TpedoBanmsiM  PefepalbHOIO 3aKOHA, 3AIIATHL OCHOB KOHCTHTYIHOHHOTO CTPOA, HPaBCTBEHHOCTH,
3A0pOBbs, TIpaB M 3aKOHHBIX HHTEPECOB APYTHX JIKIL, oOecrieueHust 0GOPOHLI CTPaHbl H OE30MaCHOCTH
rocy/1apcTna.

4.7. OTBETCTBEHHOCTb. .

4.7.1. Bee cotpynunxu OnepaTopa, 0CyIINeCTBISIONHE 00paboTKy NepCOHANBLHEIX MAHHAIX, 00S3aHbI
XPaHHTE TalHY O CBEACHHUSX, COACPIKALIUX MEPCOHAIBHBIE JAHHBIC, B COOTBETCTBUH C [Tonoxkenuem,
TpeOOBaHUAMU 3aKOHOIATENLCTRA PD.

4.7.2. Jluna, BHHOBHBIC B HapymeHunm TpeGoBanuil I[lonokenus, HECYT [PELyCMOTPEHHYIO
3aKOHO/1aTeILCTBOM P®D OTBETCTBEHHOCTD.

4.7.3. OTBEeTCTBEHHOCTh 3a COGNIOJICHHE pEKHMA [IEPCOHATBHBIX JIaHHBIX II0 OTHOIIEHHIO K
[IEPCOHAILHBIM JIAHHBIM, HaXo/siuMes B Oasax ganubix CaifTa, HECyT OTBETCTBEHHBbIE 3a obpaborky
[EPCOHAIBHBIX JJAHHEIX.

I‘%
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5. 3akIwYHTeIbHbIC T0JI0KEHH

5.1. B cayuae u3MeHeHMs ICICTBYIOWIErO 3aKOHONATENLCTBA P®, BHECCHHS H3MEHCHHH B
HOPMATHBHBIC JIOKYMCHTBI M0 3alMTE NEPCOHANbHBIX JIaHHBIX Hacrosulee [lonoskenue neHcTIBYeT B
HacTu, He MPOTHBOPEYAICH ACHCTBYIOWIEMY 3aKOHOAATE/ILCTRY 10 NPUBEJICHUS. €r0 B COOTBETCTBHE C
TaKHMH.

5.2. Yenopus Hactosuero I10/10)KeHHs yCTaHABIHBAIOTCS, H3MEHSIOTCS M OTMEHSIFOTCS Oneparopom
B OQHOCTOPOHHEM mopsiake 0Oe3 npeaBaputesibHOrO yBejomieHust llosbszosatens. C  MoMeHTA
pasmemienus Ha CaiiTe HOBOH penakuuu [10705KeHHs IpebLIyINas PeNaKiUs CUUTAETCS yTpaTuBILIEH
CBOIO Cculy. B ciyuae cymecTBeHHOro wW3MeHeHHS YCIOBHH HacTosiero CormalerHus Oneparop
n3genaet 06 srom lonbsosarenedt myrem pasmerienus Ha CaifTe COOTBETCTBYIOLIETO COOBIICHHS.

5.3. Ecmu [lonwb3oBatens wucnonbsyeT (opMmy OHJIAHH-3aBKM, OCTAaBICHHON Ha Caiite, TO 9TO
o3navaet, 4to [lonb3oBaress coryiacen ¢ yclmoBMAME HACTOSIIErO T10M0KEHMS
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